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Trademarks

Access Easy Controller™ is a trademark of Bosch
Security Systems.

Netscape Navigator® is a registered trademark of
Netscape Communications Corporation.

Microsoft®, Windows" 95, 98, ME, 2000, XP, and

Windows NT" are either registered trademarks or
trademarks of Microsoft Corporation in the United
States and/or other countries.

Other product and company names mentioned herein
may be the trademarks of their respective owner.

Notices

All rights reserved. No part of this document may be
reproduced, stored in a retrieval system, or transmitted
in any form or by any means, electronic, mechanical,
photocopying, recording, or otherwise without the
prior written permission of Bosch Security Systems.

This document is provided pursuant to a license
agreement containing restrictions on their use. It
contains valuable trade secrets and proprietary
information of Bosch Security Systems and is protected
by international copyright law. It may not be copied or
distributed to third parties, or used in any manner not
provided for in the said license agreement.

All software is provided "as is." The sole obligation of
Bosch Security Systems shall be to make available all
published modifications that correct program problems
are published within one (1) year from the date of
shipment.

The software is intended for use only with the
hardware specified in this manual and in the absence of
other software. Concurrent use with other software or
with hardware not specified may cause the program to
function improperly or not at all. Bosch Security
Systems may not provide support for systems operating
under such conditions.

All efforts have been made to ensure the accuracy of
the contents of this manual.

The above notwithstanding, Bosch Security Systems
assumes no responsibility for any errors in this manual
or their consequences.

The information on this document is subject to change
without notice.

End-User License Agreement for Access
Easy Controller™ Software

Bosch Security Systems Software Products

e Server Software: Access Easy Controller (AEC)
Software

e  Number of Client Access Licenses: 8
Bosch Security Systems Hardware Products

e AEC and all input and output modules.

This End User License Agreement (EULA)
is a legal agreement between you (either an
individual or a single entity) and Bosch
Security Systems for the Bosch Security
Systems Software Product that you
acquired and any hardware product
previously identified.

The Software Product includes computer software,
associated media, printed materials, and any online or
electronic documentation. By installing, copying, or
otherwise using the Software Product, you agree to be
bound by the terms of this EULA. If you do not agree
to the terms of this EULA, Bosch Security Systems or
its resellers are unwilling to license the Software
Product to you. In such event, you may not use or
copy the Software Product, and you should promptly
contact Bosch Security Systems or its distributors for
instructions on returning the unused product for a
refund.

Software Product License

The Software Product is protected by copyright laws
and international copyright treaties, as well as
intellectual property laws and treaties.

The Software Product is licensed, not sold.
Grant of License

The Software Product refers to the AEC software that
runs on the AEC to enable a computer or workstation
running a web browser software (Third-Party Software)
to access or utilize the services provided by the AEC
access control. This EULA grants you the following
rights to the Software Product:

e Use of the Server Software: You may use one
copy of the Server Software running on one Server
that may be connected at any point in time an
unlimited number of workstations or computers
operating on one or more networks. You must
acquire a separate Client Application Software
License to access or otherwise utilize the services of
the Server by using the Third-Party Software.
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Other Rights and Limitations

e Client Access Licenses: This EULA grants you
the number of Client Access Licenses for the
Software Product indicated at the top of this
EULA. Each licenses permits one additional
computer or workstation the right to access or
utilize the services of the Server. The services of
the Server are considered to have accessed or
utilized when there is a direct or indirect
connection between a computer or workstation and
a Server.

e Restriction: You are restricted from copying or
modifying the Software Product. The Software
Product is copyrighted by Bosch Security Systems
or third parties. Except as expressly permitted in
this agreement, you may not copy or otherwise
reproduce the Software Product. In no event does
the limited copying or reproduction permitted
under this agreement include the right to de-
compile, reverse engineering, disassemble, modify
or electronically transfer the Software Product, or
to translate the Software Product into another
computer language.

e Separation of Components: The Software
Product is licensed as a single product. Its
component parts may not be separated for use on
more than one Server.

¢ Rental: You may not rent or lease the Software
Product.

e Termination: Without prejudice to any other
rights, Bosch Security Systems may terminate this
EULA if you fail to comply with the terms and
conditions of this EULA. In such event, you must
destroy all copies of the Software Product and all
of its component parts.

Copyright

All title and copyrights in and to the Software Product
(including but not limited to any images, photographs,
animations, video, audio, music, text, and applets
incorporated into the Software Product), the
accompanying printed materials, and any copies of the
Software Product, are owned Bosch Security Systems
or its suppliers. The Software Product is protected by
the copyright laws and international treaty provisions.
You may not copy printed materials accompanying the
Software Product.

Limited Warranty

Bosch Security Systems warrants that (a) AEC Software
and (b) AEC access control panels and all input/output
modules manufactured only by Bosch Security Systems
will perform adequately in accordance with the
accompanying User’s Manual; and will be free from
defects in materials and workmanship under its
intended normal use and service for a period of 1 year
from date of purchase.

Customer Remedies

Bosch Security Systems’s entire liability and your
exclusive remedy shall be, at Bosch Security Systems
option, either (a) return of the price paid or (b) repair
or replacement of the hardware or software that does
not meet Bosch Security Systems’s limited warranty
and which is returned to Bosch Security Systems with a
copy of your purchase receipt. This limited warranty
becomes void if failure of the hardware or software has
resulted from abuse, accident or misapplication.

No Liability or Consequential Damages

Under no circumstances shall Bosch Security Systems
or its suppliers be liable for any other damages
whatsoever (including, without limitation, damages for
business interruption, loss of business profits or other
pecuniary loss) arising out of the use of or inability to
use this Bosch Security Systems product. Bosch
Security Systems total liability under any provision of
this agreement shall be limited to the amount actually
paid by you for the product.
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1.0 AEC and Computer Setup

This document supplements the user manual and is not
intended to be used as a stand-alone document.

Before an AEC can be operational, you must perform
basic set-up procedures. This section describes the
configuration procedures required to prepare the AEC
for connection to the customer’s network. It also
summarizes the configuration needed on a computer
for the computer to connect to the AEC.

1.1 AEC Setup

AEC:s are shipped from the factory configured with the
default IP address of 129.2.0.41. Before connecting the
controller to the customer’s network, change its IP
address to correspond to the customer’s network
configuration. In instances where the AEC is directly
connected to a stand-alone computer on its private
network, you might not need to change the AEC’s
default address. Only configure the computer’s network
settings so it has an address on the same network as the

AEC.

Use a Notebook or Desktop computer for the initial
setup. The computer must have a 10/100Base-T
Ethernet card installed and run any version of the
Window or Macintosh operating system. The computer
must also have a functional web browser program, such
as Microsoft Internet Explorer (version 4.0 and later) or
Netscape Navigator (version 4.0 and later).

1. Configure the computer to set the AEC’s IP
address to have an IP address on the same 129.2.0
network as the AEC. Set the computer’s IP address
to 129.2.0.40 and the subnet mask to 255.255.0.0.
If you do not know how to change a computer’s

network settings, refer to Section 1.2 Installing
TCP/IP and Setting Computer IP Address on page 5.

2. Connect the AEC to the computer using a standard
Category-5 crossover cable (beige Category-5
cable) as shown in Figure 1.

Only use LAN 1 Port. Do not plug the
crossover cable into LAN 2.

Figure 1: AEC Server and Notebook Connection

UTP Category 5 Cable terminated
RF-45 connector on both ends.
Maximum length is 20 ft (6 m).

Access Easy
Controller

—

Notebook with

network card installed

3. Follow the procedure in Section 1.4 Setting Initial
AEC Configuration on page 10.
Installing TCP/IP and Setting
Computer IP Address
This section describes how to install the TCP/IP
communication protocol on a computer and assign an
IP address to a computer. The first example describes a

computer running Windows XP; the second describes
the Apple Macintosh.

1.21

1.2

Configuring Network on Windows
(Windows XP)

The following example is based on Window XP.
Although differences might appear in some dialogs,
screens, and descriptions when using another version
or a different operating system, the configuration
principles are the same.

= P
1. Click and select Control

Panel>Network Connections.

7

(il |

2. Double-click and select Properties to open
Local Area Connection Properties.

X

- Local Area Connection Properties

General | Authertication | Advanced

Connect using:

B8 Realtek RTLE133 Famiy PCI Fast Et

This connection uses the fallowing iterns:
g[}llent for Microsoft Networks
=L File and Piinter 5 haring for Microsolt Networks
= 305 Packet Scheduler
S Internet Protocol [TCR/AF)

Imstall..

[rescription

[] Show icon in natification area when connected
Motify me when this connection has limited or no connechivity

3. At This connection uses the following items:,
use the scroll bar to locate Internet Protocol
(TCP/IP).

Bosch Security Systems | 5/06 | FO1U027397B




&= Local Area Connection Properties

General |Authanticatinn Advanced

Connect using:

| B Realiek RTLS133 Famiy PCI Fast Etf |

Thiz connection uzes the following items:

@File and Printer Sharing for Micrasoft Metwarks |
.Quos Packet Scheduler
S Internet Pratocol [TCP/AP)

Irstall

Description

fgl Client for Microsoft Metworks

[ Show icon in natifization area when connected
Matify me when this connection has limited or no connectivity

If Internet Protocol (TCP/IP) is found, select it
and go to Step 70. If Internet Protocol (TCP/IP) is
not found, follow Steps 5 through 8 to install it.

To add TCP/IP, click to open the
Select Network Component Type dialog.

F

Select Network Component Type |E|F5__(|]

Click the type of network component you want to install

19 Client
B Service
g oo |

Diescription

A protocal is a language pour computer uses ta
communicate with ather computers

6. Highlight Protocol and click to open the

Select Network Protocol screen.

| Select Network Protocol EIEI

Click the Metwork Protocol that you want to install, then click OK. I you have:
an installation disk: for this component, click Have Disk.

Netwark Protocol

5 NwLink IPRASPYNeBIOS Compatible Transport Protocal

y This driver is digitally signed.
Tell me why driver signing is impartant =

At Network Protocol:, select Microsoft TCP/IP
version 6.

Click and follow the instructions that

appear on the screen.

If prompted, insert the Windows installation disk
in the CD ROM drive. When finished, return to
Step 4 and select TCP/IP Protocol — network

AEC | Quick User Guide | 1.0 AEC and Computer Setup

adapter line from the list of installed network
components. Then go to Step 70.

10. With TCP/IP - adapter component highlighted,

11.

12.

13.

14.

click to open the Internet Protocol
(TCP/IP) Properties dialog.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

“Y'ou can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network. administrator far
the appropriate [P settings.

() Obtain an IP address automatically

() Use the fallawing IP address:

(%) Obtain ONS server addiess automatically
() Use the following DN server addiesses:

I
]

Select Use the following IP address: to enable
the IP address: and Subnet mask: fields.

Type the IP address and subnet mask in their
corresponding fields.

The following screen shows the recommended
address and subnet mask assigned to the computer
to communicate with a new AEC as received from
the factory. Leave the DNS related fields blank.

Internet Protocol (TCP/IP) Properties

Geheral |

“V'ou can get |P settings assigned automalically if your network supports
thiz capability. Othenwize, vou need ta ask your netwark. administrator for
the appropriate [P settings,

() Obtain an IP address automatically
(%) Use the fallawing IP address:

I address: 129. 2 .0 .40
Subnet mask: 285.25. 0 .0
(%) Use the following DMS server addresses:

Preferred DMS server: l:l
Alternate DNS server. l:l

Verify the IP address and subnet mask are
correctly entered. Then click .
The computer configures the TCP/IP settings, and

when finished prompts you to reboot the computer
for the new settings to take effect.
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1.2.2  Configuring Network on Macintosh 1.3 Configuring Web Browser for AEC
The following example is b'ased on an iMac. Althpugh Use the following procedures to configure a web
the screens might appear dlffgrent When (-ton.ﬁgurmg browser to operate with the AEC. In most cases, you
other Apple models, the configuration principles are are not required to make changes to a web browser
the same. setup to connect to an AEC. These procedures are for
1. Click the Apple icon and select Control first-time browser users and as technical reference if

Panels>TCP/IP as shown. there is difficulty in connecting to an AEC.

153 R TS A 1.3.1  Setting Web Browser for Windows

I T
About This Enmputer HaoheEamme

T e tiane Use this procedure to configure Microsoft’s Internet

g:l‘c"l:'l‘:“:r“ e L R Explorer, version 6.0. Other web browsers are similar.

=1 Configuration Manager
A Control Strip

- o Date & Time . .
I, Favarites DiniAssist 1. From the Windows Control Panel, click =] to
[5 Faustatus EdiiCDeu
i Graphing Calculator | Energy Saver open the Internet Options dialo
(3 Internet Access # Extensions Manager p p g

Jigsaw Puzzie File Exchange i
e File sharing Internet Dptions [2]x]

N General Controls - .
& Memory DA Internet General | Secuntyl Conlentl Connectlonsl F’roglamsl Advancedl
ER Network Browser Keyboard
Note Pad e —Home page
G Recent Applications M| Location Manager ‘You can change which page to use for your home page.
|5l Recent Documents B MacLinkPlus Setup CW
Eﬁﬁ Recent Seruers M zemnsrg_ : Address: Ihttp:ﬁwww_bnsch COm .S
£ff Remote Access Status enuscrip
Scrapbook MenuScript PPC Lse Current | Use Default Use Blank
& Sherlock e
@ simpleSound Monitors & Sound
L p_ Mouse i~ Temporary Intemet file:

& stickies Numbers

Pages you view on the Interet are stared in a special folder

S ‘ for quick viewing later.
QuickTime™ Settings d q

Remote Access
Speech Delete Files.. Seltings...

Startup Disk

Tent — History
b The History folder contains links to pages you've visited. for
quick access to recently viewed pages.
0 =—————"=—="TCP/IF [ALL Offite "—""ar—"o——7—=—1 _ —
Days to keep pages in history: |2D 3 Clear History
Connect wis: [Ethernet s —I
— Setup
Configure: | Manually k4 Caolors... | Fants... | Languages... | Accessibility... |
P airess ok | Cacd | ooy |
eioratess I:l 2. To show the AEC Login page every time you
i activate your web browser software, change Home
s page Address: to the AEC assigned IP address.
3. At Temporary Internet files, click to
@] open the Settings dialog.
Seltings ﬂﬁ

2. When the TCP/IP dialog opens, type the IP _
«y  Check far newer versions of stored pages:
address and subnet mask in the corresponding IP “ £ Every visitto the page
Address: and Subnet mask: fields. ™ Every fime you start Intemet Explorer
=y
" Mever

This example shows the recommended address
and subnet mask assigned to the computer to
communicate with a new AEC as received from
the factory.

Temparary Internet files folder
Curent location: C:AWINDOWSAT emporary Internet Files'

Amount of dizk space to use:

3. When prompted, click to open the e 51 = IE

following message.
Move Folder... | Wiew Files... | Wiew Objects... |

Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP oK I Cancel |

services currently established.

4. Verify Check for newer versions of stored

(T | pages is set to Automatically. If it is not, select it.
- This step is necessary for View Activity screens to
4. Click 2 to confirm the action. refresh periodically.
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5. Click to save your settings, close the P sewnss K]
dialog, and return to the Internet Option dialog. o
Type Prosy address to use Part
6. Select th.e Con.nectlons tab to open the S5l e [moow [
Connections dialog. Secue [0 N E
Internet Dptions 7| x| ETF: |129.2.U.88 : ISD
Genera\l Securilyl Privacyl Content  Connections | F'rugramsl Advancedl Gopher: |123'2'D'85 B ISD
M- Tosetup an Intemet connection, click Sozks: I : I
E. Setup.

¥ Use the same prosy server for all protocols
i~ Dialup and Yirtual Private Metwork settings————————————————————————

g Iy Connection (D efault] Add... r~ Exception

Access Easy Cantroller HQ o Do ot uge proxy server for addresses beginning with:

B |

Remove (‘ | _
Choose Settings if you need to configure a proxy Settings.. I j
server for a connection
% Mever dial a connection Use semicolons [ ; ] to separate entries.

™ Dial whenever a network connection is not present

© Always dial my default connection oK. I Cancel |
[Edrrert default M Eanmector Seniefault

I= | Berfanm snsten sectrit chech Before disling 10

. At Exceptions, type the default IP address of the

i~ Local Area Network [LAN] setting: AEC
LA&M Settings do not apply to dial-up connections. L&M Settings. .. :
Choose Settings above for dial-up settings. -

11. If the permanent AEC IP address is different from
the default address, also enter the controller’s
permanent address in Exceptions, separating each
address with a semicolon (;).

7. Click to open the LAN Settings dialog. 12. If there are addresses already listed in this field,
add the AEC address and separate each address

QK | Cancel | Aol |

Local Area Network [LAN] Settings K E I . .
with a semicolon.
—Automatic configuration .
Autamatic configuration may overide manual settings. To ensure the The fOl]OWlng screen ShOWS the default AEC 1P

use of manual settings, dizable automatic configuration.

address and three additional IP addresses
(129.3.0.202, 129.3.0.203, and 129.0.204).

Fddiess I i~ Excention;
L

W Automatically detect settings

™ Use automatic configuration script

Do hot use proxy server for addresses beginning with:

i~ Prosy server W= |129 2041129302021 29.3.0.203:129.3.0.204 j

U= a progy server for your LAN [These settings will not apply
idial-up or YPM connections).

Sddress: | Eart: | Advanged...l

Use semicolons [ ; | to separate entiies.

17| Bipass prowserven fon aesl addiesses 13. Click repeatedly to exit the Internet
Options Proxy Settings dialog. Then close the
O Control Controller.

14. Ensure you have a crossover type network cable
8. If your network does not use a proxy server, go to
Step 13, connected between the computer and the AEC.

Run the web browser program from Windows.
9. If your network uses a proxy server, select Use a

proxy server for your LAN (These settings will You might receive a warning message

not apply to dial-up or VPN connections). to (below) indicating the page you are trying

open the Proxy Settings dialog. to reach is not available. Do not be
concerned with this message at this time.

2 Cannot find server - Microsoft Internet Explorer [_[O]
J Fle Edit “iew Favortes Tools  Hel |J Address |81 hup /2920417 ~| @Go

oS BRI A e ERE I RS P
Back Forar Stap Refresh  Home Search Favorites  History hail Print

@ The page cannot be displayed

The page you are laoking for is currently unavailable, The Web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.

Please try the following:

15. At Address, type the AEC IP address.

8 Bosch Security Systems | 5/06 | FO1U027397B
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16. Press the [Enter] key or click to open the 4. If your network does not use a proxy server, go to
AEC Login page. Step 8.

17. Log in using the default user ID (USER1) and 5. If your network uses a proxy server, use the menu
password (8088) to open the AEC Home page. Preferences. scroll bar to locate N.etwork. Then

18. At the Home page, select Panel Admin->Panel select Proxies (o open the following screen.

. . = Internet Explorer Preferences————— 5
Setup to Open the Network Settlngs dla]og' If you are accessing the |nter net thraugh a network at your campany
el G e e e
19. Make the required changes to configure the AEC S ES?S%?LSE;Q&E V M e
i I O Advanced @ Enabled () Disabled
for operation on the customer’s network. Then v e
click to store the changes. Qo Vethot (Hormal %
. < Receiving Files G AAG R EolE
20. When the database is saved, reboot the AEC to O e s
i g wvord [ ]
start up using the new IP address. o cosies e
< Network | [ use proxy for local servers
The controller is ready to connect to the o st it st g v tconret o ey, i the i
customer’s network. e [EEEXET
- E-mail
@ General
For detailed information on database 2 (T

configuration, refer to the AEC Software

User Manual (P/N: FO1U027398). 6. At List the sites you want to connect to directly,
bypassing the proxies set above. Put a space or
comma between each site., type the default AEC
IP address.

7. If the permanent AEC IP address is different from
the default address, add it and separate each
address with a space or comma.

8. If there are addresses already listed in this field,
add the AEC address and separate each address
with a space or comma.

1.3.2 Setting Web Browser for Macintosh

Use this procedure to configure the Microsoft Internet
Explorer (version 5.0) for Macintosh. Other web
browsers are similar.

1. Launch Internet Explorer for Macintosh and select
Preferences from the toolbar to open the Internet
Explorer Preferences dialog.

= Internet Explorer Preferencess———— & .
L The following screen shows the default AEC IP
0 Erovser isaay | A address and three additional IP addresses

@ ‘eb Content

p—— e (129.2.0.45, 129.2.0.44, and 129.3.0.80).

@ Language/Fants Update pages: (3 Once per session () Never @) Always

Ssiinies s s 120.2.041 1202.045 1292.0.44 129.5.0.60
v
@ Seourity Location: 15 Internet Cache™ an volume “Macintosh HO”
@ Security Zones
QF“"“”“:“ [ - conaections : . .
e R B e 9. Click to close the dialog.
@ Forms AutoComplete . (2 =
@ AutoFill Frofile B i 2 10 E h t t k bl
e T . Ensure you have a crossover type network cable
g::::::iip“ﬂ"s g [ Automatically connect fo the Internet if a page is not cached Connected between the computer and the AEC If

the web browser is not running start it at this time.

2

You might receive a warning message
(below) indicating the page you are trying
to reach is not available. Do not be

= ErErplorE TR e F concerned with this message at this time.

2. From the Web Browser menu, select Advanced to
open the Advanced Settings screen.

BTG 1T you are sceessing the |nter net through & network at your company
or arganization, you can select internal servers (gateways) to
@ Seourity Zones manage Iternet access. Contact your network administrator for =
@ Ratings more [nfor mation A Cannot find server - Microsoft Internet Explorer
@ Advanoed @ Ensbled () Disabled | Bl Edt Vew Favortes Inols  Help |JAgdress & htp:/4129.2.0.41/ ~| @G0 |
= Forms AutoFill _Protocel: (A ) 7 S 7 > = 5]
@ Forms AutoComplete — o o =P @ ﬁ @ d @' Ei
ST HMethod Back Forsard Stop  Peftesh Home | Search Favortes History | Mail Print
utoF il Profile
S Address: http:// [129.2.0.56 Fort =
 Dosenioad Dptians e ;
The page cannot be displayed
Cook
it [ Use proxy for lacal servers
= Metwork The page you are looking for is currently unavailable. The Web
O Protocol Helpers L':‘ "D”E 5";5 :‘WW"( to W”"Ec";”td"“W«hbyf“wng”‘e S site might be experiencing technical difficulties, or you may need
sl set above. Put a space or comma between each site. e e oA
T259.2.0.41]
@ Site Passwords
- E-mail
@ fenenal Please try the followina:
2
] 11. At Address, type the AEC IP address.

3. At the Cache area, set Update pages: to Always.
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12. Press the [Enter] key or click to open the
AEC Login page.

13. Log in using the default user ID (USER1) and
password (8088) to open the AEC Home page.

For detailed information on database
configuration, refer to the AEC Software
User Manual (P/N: FO1U027398).

1.4  Setting Initial AEC Configuration

Set the AEC IP address, subnet mask, and
gateway address before installing the
controller on a customer’s network.

1. Connect a computer running the Windows
operating system directly to the AEC using the
crossover network cable.

2. The computer used must be configured for the
129.2.0 network:

e P address - 129.2.0.40
e Subnet mask - 255.255.0.0
e Gateway - 0.0.0.0

3. Use the crossover cable to connect the computer to
the controller.

4. Power up the AEC if not already done.

5. The CPU card performs a power-up self-test that
takes approximately 90 sec to complete. When the
test is finished, LEDs 1, 2, and 3 alternately flash in
the lower corner of the Secure/Communication

Card.

During the power-up self test, there is no
communication with the AEC. Wait until the
self-test is complete before proceeding.

6. On the computer, open a web browser application
(Microsoft Internet Explorer or Netscape
Navigator) and type the AEC IP address
(129.2.0.41) in the browser’s address or location
bar.

7. Click GO or press [Enter] to connect to the AEC
and open the AEC Login screen.

8. Login to AEC using the master user name (userl)
and password (8088).

9. Press Login to open the AEC Home page. Then
select Panel Admin to open the Users list screen.

10. Select Panel Setup from the menu on the left-side
menu to open the Network Settings page.

11. Set the AEC IP Address, Netmask, and Gateway
fields to the values provided by the customer.

The values for these fields must be set correctly for
the controller to operate over the customer’s
network. Contact the customer or a representative
from the customer’s IT department.

12. Click Save at the bottom of the screen.

13. Select Reboot controller from the left-side menu.
This causes the controller to reboot and load the
new IP address information entered and saved in
the previous steps. After rebooting, the controller
begins responding to its new address, no longer
responding to the default address 129.2.0.41.

1.4.1 Reconfiguring Web Browser for New
IP Address

Reconfigure the web browser for the new IP address.
Use the following procedure to configure Internet
Explorer. For Macintosh, refer to Section 1.3 Configuring
Web Browser for AEC beginning on page 7.

File Edit ‘iew Fawvorikes | Tools  Help
dmBack - = - @ /% Mall and News b L

Synchronize. .. H
Wwddress I@ btk f v, Fp.us. b

windows Update

Show Related Links

W alon
1. Open your browser and select Tools>Internet
Options. . .. to open the Internet Options dialog.

General |Security I Conkent I Connections I Programs I advanced I

—Home page
% “fou can change which page to use for your home page,

Address: tbp: e, Fp, us. bosch, com)

Use Current Use Default Use Blank

—Temporary Inkernet files

5y Pages you view on the Internet are stored in a special Folder
@ Y For guick viewing later,

Delete Cookies... | Delete Files. .. Settings...

—Hiskory

The History folder contains links to pages vou've visited, Far
quick access ko recently viewed pages.

Days ka keep pages in history: I 20 3: Clear History |

Colors. .. | Fonts... | Languages. .. | Accessibility...l

o] I Cancel I Apply |

The example used here is Internet Explorer
(version 6.0). The actual screen might be different
depending upon the browser used.

10
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2.

Click the Security tab to open the Security dialog.

General  Security |C0ntent I Connections I Pragrams I Advanced I

Select a Web content zone to specify its security setkings,

Trusted sites

This zone contains Web sites that
wou krust not to damage vour
computer o data,

Sites... |

—Security lewvel for this zone

Custom
Cuskom settings,
- To change the settings, click Custorn Level,
- To use the recommended settings, dlick Default Level.

Custam Level.., | Default Level |

o ]

Click the Trusted Sites icon and to
open the Trusted sites screen.

Cancel I Apply |

Trusted sites

2]

You can add and remove Web sites from this zone, &ll Web sites
in this zone will use the zone's security settings,

o

Add this Web site to the zone:
| https:/i172.30.0.220

Add

Web sites:

Remoye I

[~ Require server verification thtkps:) for all sites in this zone

[8]4 I Cancel |

At Add this Web site to the zone:, type the AEC
IP address as https://XXX.XXX.XXX.XXX
(where X is your AEC IP Address). The IP address
used here is an example. Your IP address is most
likely different.

Click to show the IP address in Web

sites:.
Click and return to the Internet Option
screen.

Select the Connections tab to open the
Connections dialog box.

8.

Internet Options EE
Generall Securit}ll F'rivacyl Content  Connections |F'r0grams| Advancedl

: - To zet up an Internet connection, click
| Setup.

— Dial-up and Yirtual Private Metwork setting:

My Connection [Default]

Access Easy Controller HQ
Remove

Choose Settings if you need to configure a proxy
server for a connection.

i

Settings...

" Mever dial a connection
" Dial whenever a network connection is not present
" Always dial my default connection

Burentdefault MpEonmecion Senefaut

I [ Eeriarm sustem sesiyiche s betane. dialH

— Local rea Metwark: [LAMN] setting:

LaN Settings do not apply to dial-up connections.
Chooze Settings above for dial-up zettings.

L

LAM Settings...

ok | Ee

Click to open the Local Area Network
(LAN) Settings dialog.

Cancel |

Local Area Network [LAN] Settings I

—Automatic configuration

Automatic configuration may overide manual seftings. To ensure the
uze of manual settings, disable automatic configuration.

v Automatically detect settings

[~ Use automatic configuration script

Addiess

— Prowy server

u Use a progy server far your LAN [These settings will not apply to
idial-up or VPN connections),

Sddrgss: I Eart: I Sdyansed,

[v | Bipass prow senvern fanlocal adaresses

o]

Cancel |

9. If your network does not use a proxy server, go to
Step 10.
10. If your network uses a proxy server, select Use a

proxy server for your LAN (These settings will

not apply to dial-up or VPN connections). to
open the Proxy Settings dialog.

Bosch Security Systems | 5/06 | FO1U027397B
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PoxySetings ———————————_HK|
— Server
g Type Proxy address to use Part
S HTTR  [1232066 : [a0
Secure: 1292086 : Jeo
ETF: 1232086 e
Gopher: 1232086 :Ja0

Socks: I : I

W Use the same prosy zerver for &l protocols

— Excephions

1 Do not use prosy server for addresses beginning with;
S|
| 3

Use semicolons [ ; ] to separate entries.

o]

11. At Exceptions, type the default IP address of the
AEC.

12. If there are addresses already listed in this field,

add the AEC address and separate each address
with a semicolon.
The following screen shows the default AEC IP
address and three additional IP addresses
(129.3.0.202, 129.3.0.203, and 129.0.204).

i~ Exception

% Do nat use proxy server for addresses beginning with:
W= |129.2.D.41 129.3.0.202:129.2.0.203;129.3.0.204] :I

Cancel |

Use semicolons [ ; | ko separate entries.

13. Click repeatedly to exit the Internet

Options screen. Then close the Control Controller.

14. Ensure you have a crossover type network cable
connected between the computer and the AEC.
Run the web browser program from Windows to
open the browser.

15. Before connecting the AEC to the customer’s
network, test it using the new settings to confirm
proper setup.

16. Change the network configuration of your
computer to an address on the same network as the
AEC. Refer to Section 1.2 Installing TCP/IP and
Setting Computer IP Address beginning on page 5 for
details on this configuration.

For example, you set the AEC IP address to
172.30.0.220 and the Netmask to 255.255.0.0. To
test the AEC using your computer, change the
computer’s network setup to a similar address on
the same network. If you set the computer to
172.30.0.222, you must set the Netmask on the
computer to the same value as the AEC.

17. After changing computer’s network setup, reboot
the computer.

18. Connect the AEC by typing its new address in the
location or address bar of the browser, opening the
Login screen.

19. When the proper operation is confirmed, log out of
the AEC and close your browser.

20. Disconnect the crossover cable from both the AEC
and the computer.

The AEC is ready to connect to the customer’s
network. Generally, this connection is made to a
wall jack or hub using a straight-through network
cable.

2.0 Access Control Systems

An Access Control System (AEC) is a computerized
entry controller of any area that can be secured with a
lock and key and monitored with alarm points. The
controller locks and unlocks doors and tracks persons
in certain areas during specific times. An alarm point
can be anything from a door to a motion detector that
changes state. For example, a door alarm point can
change from normal to an alarm state if it is opened
from the previously closed or normal state.

An access control system grants and denies access to
areas such as entire buildings, individual offices,
designated areas, parking lots and/or outside-gated
areas. Corporate management defines access by
configuring the AEC with pertinent information, such
as who, what, when, or where.

e A card assigned to an individual acts as a key to
unlock secured areas and allow access. Each card
has an internal encoded number, identified by the
Access Control System. When the reader reads a
card, the encoded number locates the person’s
information in the AEC database. The database is
configured with information about the person
along with access rights.

e Access rights grant or deny access based on a
criterion, such as management, department, or any
scheme fitting your environment. Access rights
assigned to individuals enable when and where
access is granted. Schedules can be set up to
control when certain access rights are valid and
when to lock or unlock areas based on a time
criterion.

12
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3.0 Log On/Log Off

The AEC uses the web to change an access control
system’s implementation.

The conventional implementation installs PC based
application programs to remotely control and monitor
a controller in the system. In addition, application
programs designed for a specific operating system must
be re-developed before it can run on another operating
system (such as Windows 98" to Windows N'T/2000").

The AEC combines the features of a web server and
access control functionality into one complete unit.
This combination provides a highly cost-effective
solution that offers you the simplicity and ease-of-use
associated with the web browser. All these, plus
sophisticated security features essential for small to
medium-sized businesses completes the package.

The AEC adopts a design common to all web based
applications for consistency and ease of use. The same
look-and-feel such as buttons and check boxes you
experienced in other web-based applications are in the
AEC.

Refer to Figure 2 for the stages for an AEC quick start.
For additional details, refer to the AEC Sofiware User
Manual (P/N: FO1U027398).

Figure 2: AEC Quick Start Stages
EEEEE—
Stage 1: Step 1: Logging on/off AEC
Unde’&sézéndlng Step 2: AEC Screen Navigation
-
) Step 3: Schedules
Stage 2: T
Card Access P Step 4: Holidays
Admin Setup Step 5: Access Group
|

.
Stage 3:

Qard —p Step 6: Card Assignment Setup
Assignment
Setup
Step 7: Door Control
S —
Step 8: Input Control
Stage 4: > P P
Activity Setup Step 9: Output Control
\ Step 10: Reset APB
S
Stage 5:
Miscellaneous [~ Step 11: Report Printing
Setup
-

3.1 Logging On

A working knowledge of Windows" or Macintosh” and
the standard web browser, either Internet Explorer®,
version 4.0 or higher, or Netscape N avigator®, version

4.0 or higher, and the ability to maneuver with a
mouse is required to complete the screens.

When the AEC is initially installed, there is only one
assigned user ID and password. This default user ID
(super user) is assigned to the system administrator.
The access rights cannot be disabled, but the user ID
and password can be changed. The default user ID is
“user1” and the password is “8088”.

Once the system is commissioned,
immediately change the default user ID and
password to prevent unauthorized access.

1. Launch your web browser and type the AEC URL
address to open the User Login page.

2. Type your user ID and password to begin
operations.

If you do not know your user ID and password,
contact your system administrator. User IDs and
passwords are configured by the system
administrator.

3.2 Logging Off

1. Click the Logout link.

A message box prompts you to back up the
database.

2. Click the appropriate button to proceed.

Always log off before leaving the computer.

Bosch Security Systems | 5/06 | FO1U027397B
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4.0 Screen Navigation

After you log on, the Home page with icon buttons and menu item groups opens.

Main Menu group

Icon buttons linking to the page
of the access rights dependent
menu item in the group.

oyt

=
EEEEEEEEEEEEEEEEEEEEEEEEnnEnnnn?

Robert Bosch GrabH reserves all rights swen in the suent of industrial property rights. We ressrve all rights of disposal such as copying and

Access Easy

Activity
Manual Control
Card Database

Card Access Admin

Panel Admin

NN NN NN NN AN EEEEEEEEEEEEEEEEEE
Panel Maintenance

R A R R R R

‘l

Logout

This praduct is patent protected,

passing on to third parties,

If you have access rights to one or more menu items of a

group, click on the group link or icon button to view the

menu item web page. Click the menu items links on the left pane to maneuver around the various web pages.

\d
dhctivity M
of Wiew activity - ( Card Database r"‘
wf Activity Reporf -
zManual Control . Access Groups
uf Door Control .
#| Inout Cantrol b1-127 @ 126-254 @ fccess Groups Report
u Output Control Grp # Description
- Beset APB - 1 Undefined Access Group 1
u/Card Database = 2 Undefined Access Group 2
wf Card Assignment : 3 Undefined Access Group 3
"l Access Groups = 4 Undefined Access Group 4
:Eard AcCcess - g Undefined Access Group §
sladmin . & Undefined Access Group 6
: Schedules M i un e; ned Access Group 7
- 8 Undefined Access Group 8
: %\faders : a Undefined Access Group 9
L e & 10 Undefined Access Group 10
slPanel Admin 5 11 Undefined Access Group 11
Uiz u 1z Undefined Access Group 12
uf Panel Setup : 13 Undefined Access Group 13
. = Input Setup M 14 Undefined Access Group 14
Access rlghts o utput Setup = % Bn ev; ne ﬁccess groun ig
o i 18 ndefined Acoess Group
dependent nu | ggz&mg L H 17 Undefined Access Group 17
: Datsbase Backu - 15 Undefined Access Group 16
of=ateRase Dagkun = 12 Undefined Access Group 18
Panel = 20 Undefined Access Group 20
oMaintenance - 21 Undefined Access Group 21
: Update Flash - 2z Undefined Access Group 22
o Reboot Panel = 23 Undefined Access Group 23
o Logout = 24 Un e; ned Acosss Group 24
25 Undefined Access Group 25
HAPE e nnnnns i lindefined 4] Gronn 26

41

Select transactions for access control, system control,
and alarm conditions from the View Activity menu.
The transactions categories are Alarm, Valid,
Restore, and Time Attendance. Select All
Transactions to view all categories.

4.2

This group represents user intervention or manual
control of system hardware. It includes Door Control,
Input Control, Output Control, and Reset APB.

4.3 Card Database

Access Groups: Categorizes the card readers into
different access groups for the cardholder’s access
rights during a specific schedule.

View Activity

Manual Control

Card Assignment: Identifies rights and parameters by
entering the cardholder’s name, number, right to arm
or disarm an alarm zone, and so on.

4.4 Card Access Admin

Schedules: Sets up time intervals for use in access,
system and hardware control.

Holidays: Defines and assigns programmable holiday
dates.

Card Readers: Defines the function of the reader and
its parameters, such as Door Settings, Hardware
Setup, and so on.

The system administrator configures Panel
Maintenance and Panel Administration.

14
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4.5 Panel Administration o ,
Request your system administrator's

Users: Sets up the user ID and password including permission before making changes or
access rights to the various menu items. This is configuring new schedules.
configured by the system administrator.
Input Setup: Sets up the Alarm Monitoring Point to Refer to Figure 3 for the system when configured to a
be armed or disarmed based on Schedule or using an Schedule.

assigned reader. If an alarm is detected, this defines
which Output Point(s) to trigger.

Output Setup: Triggers the Output Relay based on

Figure 3: Schedule

schedule, such as turning on lighting in an area after
office hours CScfhedulte Interval 1 Start: 0830 hrs Interval 1 End: 1730 hrs
. onfiguration
Database Backup: Backs up all databases into the
flash memory of the controller and downloads to the 0000 0830 1731 0259
. . Behavior wh
hard disk of a PC. The AEC performs an automatic e Door Door
applied to Locked Door Unlocked Locked
backup to flash memory that the user defines. Reader (Door)
Advance I/0 Setup: Re-routes physical or logical
information from one operation to another. _ i e i 259
. Behavior when Access Control A Control Access Control
Panel Setup: Sets up the following parameters: applied to Processing ccess Control Processing
. Access Group De-activated D
e Network Settings
¢ Input Point Configuration 0000 0830 171 0259
° Set Date & Time Behavior when
A L T applied to z‘::zfi‘::: PIN Code Not Required
° uto Logout Timer Card and
. PIN Mode
e Audit Log

0000 0830 1731 0259

e Default Settings Behaior whon
) Input Point . \nput Point
e Card Format applied to Input Point Disarmed

Input Setup

e Company Profile
e Email/SMS Configuration 0000 0830 1731 0259

. Behavior when " -
4.6 Panel Maintenance applied to Output Point On Output Paint
Output Setup

Update Flash: Programs updates for firmware
enhancement, new feature, and bug fixing when
required. It can also recover databases.

Reboot Panel: Reboots the AEC before changes can
take effect, such as an IP address change or a firmware

5.1 Defining a New Schedule
1. Click on the Schedule link.
2. Click Undefined Schedule.
3

upgrade. Highlight the default text and type the new
4.7 Logout description and click Lemnl.
oy
Use Logout to log off from AEC. 4. Click , the day of week (DOW), Regular Hol,
or Special Hol row to enable the entire row for
5.0 Schedules editing.

5. Click the required field, starting from Interval 1 -
Start, and type the appropriate time in a 24-hour,
4-digit format.

e Allocate schedules to card readers for access
groupings to specify whether cardholders can

access specific readers at a specific time.

e Allocate schedules to the card readers to 6. Repeat Step 5 for all applicable entries.

activate/deactivate readers or use PIN Mode at a 7. If the operation period is the same Monday to
specified time. Friday, click the check boxes to duplicate the
current setting to other DOW. De-select DOW by

o Define the time interval to arm or disarm the Input
clicking on it again.

Points for alarm monitoring.
e Define the time interval for triggering output points g (Click ‘
such as to trigger the lighting utility for an area.
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6.0 Holidays

Set holiday parameters only if the system’s operation is
required to exhibit a different behavior during the
holidays. Samples of how the parameters affect system
operation behavior are:

e The controller unlocks a specific door during
working hours but during a holiday, the door
remains locked the entire day.

e A cardholder has access to certain areas during
working hours but during a holiday, the cardholder
is not allowed access.

Set the Special Holiday parameters on the
eve of a holiday.

Holiday menu items are categorized as Regular
Holiday dates or Special Holiday dates. There is no
difference in the operational behaviors of either type.

6.1 Defining Holiday Date

1. Click the Holidays link.

2. Select the appropriate holiday, Regular or
Special.

3. Click the next Undefined Holiday.

4. Highlight the default text and type the new holiday
description. Then select the holiday date.

5. If the holiday date is the same year after year,
select No when prompted by Include year in
processing?.

6. Click .

7.0 Access Groups

An access group defines a list of readers within certain
authorized times the cardholders can access.
Cardholders within this access group can access those
readers only within this Schedule.

71
1.
2.

Defining Access Group

Click the Access Groups link.

Select the next Undefined Access Group number.
The system administrator predetermines the
description of the readers in use.

Highlight the default text and type the new access
group description.

Click the appropriate check boxes to indicate a tick
(V) mark for readers) assigned to this access group.
Select the appropriate schedule for each reader.

After completing the settings for the first eight
readers, set the next e readers, if required, by

clicking .

Repeat Steps 4 and 5.

Click .

16

Bosch Security Systems | 5/06 | FO1U027397B



AEC | Quick User Guide | 8.0 Card Assignment

8.0 Card Assignment
8.1 Adding Range of Card Number

( Card Database (“'

. Goto Cards Enrollment

Batch Cards

Card Assignment

Card #: |19001

Facility code: 0

Card Format: ADC Proprietany Card Formatj
Mumber of Cards: 100

Add Options

Copy From Card #: IlBD2D

Facility code: 0

Card Format: ADC Proprietany Card FDrmatJ

r Autormatically replace the existing card{s} with default/reference card information

BR08

1. Click ji'-‘ to open the Batch Cards screen.

2. At the Card # field, type the desired card number.

The number you specify is the starting number of
the batch card operation.

3. The number in Facility code: is configured in
Panel Setup->Default Settings. Change the code
if it is different from the default. Refer to Default
Settings for details.

Type “0” if the card format does not support the
Facility Code.

4. From the Card Format: list, select the appropriate
card format. The card format is configured in
Panel Setup-> Card Format. Refer to Card
Format for details.

5. At Number of Cards: type the card number and

click .

The message “Cards added successfully”
appears.

6. Click m to return to the first page of menu items.

7. Edit the new card number parameters.

8.2 Adding Range of Card Numbers with
Same Data Entries

This function adds a range of card numbers with data
entries copied from a reference card number. All card
numbers added are copied with the data and
parameters of the reference card except the Facility
Code, Card Format, and Username that relate to the
individual card and cardholder.

The reference card number you enter must
the exact card number, facility code, and
card format for the process to complete.
The AEC prompts you with an error
message if a non-existent reference card
number is specified.

Save time when assigning a range of card numbers to a
specified department staff by assigning cards with
numbers ranging from 19001 to 19100, such as the
Production Department staff.

Card number 18020 is an ADC Proprietary
Card Format with a facility code of 0. It is
used as a reference to set similar
parameters for new card numbers such as
Access Group.

This range of card numbers uses Facility Code 0, an
ADC Proprietary Card Format. To use card number
18020 from the Production Department as the
reference for the new card range setting:

1. Chck to open the Bach Cards screen.

2. Chck -

3. Edit the newly added card number parameters by
clicking on the desired card number link. Follow
Steps 2to 13 in Section 8.3 Adding Card Number to
Database on page 18 to edit card number
parameters.
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8.3

1.

Adding Card Number to Database
Click the Card Assi

=

Click E'% and type a card number at Card #:.

ment link.

e Ensure Valid is selected for Access Status.
After the card is used for one-time access,
Access Status is automatically updated to

2. Expired.

This is a required field. Not placing information in * Ca'rd‘ + PIN is required on keypad readers.
this field returns an error message. This is the card plus PIN Mode.

3. Leave Facility code: as is. Your system 11. If required, highlight default user PIN (1234000)
administrator predetermines facility codes. and type a new PIN code (1 to 7 digits).

4. Select a format from the pull-down menu in Card 12. Use (?ard 'Valldatlon Dat.es to Fleﬁne when the
Format:. Your system administrator predetermines card is V.ahd and/or when it e.xplres. Check the
card formats. appropriate box before selecting the date.

5. At User Name:, type the cardholder’s name. 13. Select Dual Card preser?tatio.n sequence and

6. At Department:. tvpe cardholder’s department. choose whether the card is a First Card or Second

p ' YP P Card. If no sequence is required, select Don’t

7. Type the appropriate entry in the following two Care.
fields. Yo.ur'system administrator predetermines 14. Select Dual Card Group ID from the list.
the descriptions of the fields. —

8. Select the appropriate Access Group from the 15. Click to save the card parameters.

ull-down menu. The Access Group is a . .
Eombination of assigned card readeP;s and 8.4 Er.er"Ing Card with an Unknown
schedules that define when and where a person has Wiegand Format
access. Up to two Access Groups are assigned to To use any unknown proprietary Wiegand card format,
each cardholder. Your system administrator the system administrator activates a reader either by
predetermines the descriptions of the access fields.  pre-assigned enrollment card or through the web.
. . He/she selects Enrollment Mode and enrolls any card

9. Click B to continue. in the card database with a maximum bit length of 64:

10. Card Functlonahty defines how and when the 8.41 Enrolling Card Using Web Page
cardholder uses his/her card.

e Cardholders can arm or disarm an Alarm 1. At the Card Database screen, select Card
Zone using a dedicated Card reader_ Assignment and CliCk at the tOp'
e Cardholder must abide by holiday schedules. right corner.
Access to the reader is determined by holiday 9. Click @ Gate Cards Enrollmend
schedules. 3. Select a reader for the enrollment reader and click
o Allow exit reader usage only according to time . _
schedules. The cardholder can exit as to activate it.
determined by the time schedules. 4. Present the card with the unknown Wiegand
e The cardholder can enable card enrollment Format to the enrollment reader.
operation. This allows selected cardholders to The card you presented appears in the box for the
use their card to activate a reader into the list of scanned cards.
Enrollment Mode. The administrator can now assign a card number
e Disable card from all access permanently. and name to the card.
When this mode is selected, the user card is :
immediately denied access from the system. Assign a number to the card of unknown
This feature prevents illegal access to the Wiegand format beforehand. Place a label
system if you lose or misplace the card. on t_he card to reference the card number
e Cardholder with one time access only allows cluinig e el snrellment prevess
the administrator to assign the cardholder a 5. Highlight the card in the list of scanned cards the
one-time access to the system. After a one-time card number and name is assigned to.
use, the cardholder’s access is invalid. To
regain access, the cardholder must request the 6. Click to add the card with the assigned card
administrator to reactivate the one-time access number and name to the database.
right.
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9.0 View Activity

Use the View Activity feature to view activity
transactions. The transactions are shown in Real-Time
Mode according to the date and time of the transaction
occurred. Click the appropriate link to view the
following transactions:

e Alarm Transactions

e Restore and Alarm Transactions

e Valid and Alarm Transactions,

e Time Attendance

e All Transactions

When any Alarm Activity transaction is executed, an
alert tone is sent to the monitoring computer’s audio
system.

Refer to Table 7 for the web page icons.

Table 1: Web Page Icons

Icon Description

Alarm transactions only

Valid and alarm transactions.
(8) Restore Restore and alarm transactions

All transactions

@

’@Time Attendance|

Only time clocking transactions.

Acknowledges alarm transactions
and silences audible tones on the
CMC.

T Updates web page for the latest
: transactions.

APE Report

Print preview of cardholders who
are in the specific APB Zones at
the time of the preview.

Activity Report

Print preview of the Activity
Report before printing.

Located on the left side of the
status bar, this icon shows the
current AEC time and date.

|&1 111343 75ep 2000 Thu |

e All new transactions have a yellow background.

e All alarm transactions have red text; other
transactions have black text.
After a page refreshes, the yellow background
becomes grey except for alarm transactions. These

remain unless you active the E=.The following is a
sample of the View Activity screen.
The following screen is a sample View Activity screen.
Refer to Table 2 for a description of the screen columns.

lactivity =
T O C I @
anual Control View Activity .
Input Contral @
fm“;.%m oo Convel @ o oned @ Cuti connal @ sy
eset A0R [ TE @ocuty Repor
ICard Dat_o?':‘se dlarn @ valid Baibis all ©Time Atiends i i "u
Agoass Groups B
[Card Access o T S T RERta Activity Description
ST T = = " Card No.| T uservame 3
Hobdays 5 22 May 2000 [Main Entrance Chock Cut
fgrdIB‘g‘gdprg 17:57:26 115 Simon Tay GH
Users ‘“ S 22 May 2000 | WebCASt Panel Power Restored
Panel Setup 171007 |-esmeeneen
Input Setup
Dutput Setup &‘ 4 22 May 2000 |Production Dept Left S/Door Accass Granted
g 17:00:33 23745 Billy Crystal
;M m Pansl Panel AC Failure
Panel 1 Ll
;.Immz_Flashe 2 22 May 2000 |Production Dept Left £/Door Access Granted
fAeboot Panel 16:51:00 23745 Billy Crystal
T
Home 1 22 May 2000 |'WebCASt Panel Tamper Restored
16:50:52  |-smeemeen
22 May 2000 [WebCASt Pansl Panel Tamper
16:80:23 e
Table 2: View Activity Screen Columns
Column | Description
No. 6 New Clock Out - Time Attendance transaction
No. 5 New Restore transaction (black text; yellow
background)
No. 4 Valid transaction
No. 3 Not acknowledge Alarm transaction (red text,
yellow background).
No. 2 Valid transaction
No. 1 Restore transaction
No. O Acknowledged Alarm transaction (red text; grey
background)
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Manual Control

. Input Contral

Reader 1
Reader 2
Reader 3
Reader 4
Reader &
Reader &
Reader 7
Reader 8
Reader 9
Reader 10
Reader 11
Reader 12
Reader 13
Reader 14
Reader 15
Reader 16

Door Control

. Cutput Control .

Current Status
Unlocked - Closed
Locked - Closed
Locked - Closed
Locked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed

Reset APB ()

Manual Actions :‘a

(ol
[l
[l
[
& Mo Change  Lock
& Mo Change  Lock
% Mo Change  Lock
% Mo Change ( Lock
% Mo Change  Lock
% Mo Change  Lock
% Mo Change  Lock
& Mo Change ( Lock
& Mo Change  Lock
& Mo Change  Lock
% Mo Change  Lock
% Mo Change  Lock

Change  Lock

=1

=]

=1

=1

=1

= Momentarily Unlock

Change ¢ Unlock ¢ Momentarily Unlock
Change ¢ Unlock € Momentarily Unlock
Change  Unlock € Momentarily Unlock

 Momentarily Unlock
" Maornentarily Unlock
 Momentarily Unlock
" Momentarily Unlock
= Momentarily Unlock
" Mamentarily Unlock
" Momentarily Unlock
" Mamentarily Unlock
 Momentarily Unlock
" Maornentarily Unlock
 Momentarily Unlock
" Momentarily Unlock

3

This product is patent protactad,
Robert Bosch GrmbH reserves all rights even in the event of industrial property rights, We reserve all rights of disposal such as copring and

passing on to third parties,

Manual Control (Door) checks the status of all the doors and sends a command to either momentarily or
permanently unlock the door without being at the door location.

When you manually control this operation, you supersede control of the system. When the system encounters a

valid schedule interval, it takes over and resumes normal operation

10.1  Controlling Doors

1. Select the desired action radio button(s). Your system administrator predetermines the reader’s description.

2. Click or E to send the command. (Only select the door you want to send commands to.)

The screen refreshes to reflect the new status. The current status of the door for a Momentary Unlocked
command does not show the true status after the Door Strike Timer elapsed, unless you refresh the screen by

clicking I:

20
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11.0 Manual Control (Input)

Manual Control (Input) checks the status of all the
input points in a predetermined alarm zone and sends
a command to arm or disarm the zone manually.

When you manually control this operation, you
supersede control over the system. When it encounters
a valid schedule interval, the system takes over and
resumes normal operation.

11.1  Controlling Alarm Zone Input Points
1. Click @116 or @17-22| ¢ view the desired alarm

zone.

Your system administrator predetermines and
groups the input points with their respective alarm
zones. The status of the selected zone and either

m -
or ﬂ appears.
m 7;
2. Click or ﬂ to toggle the status.

The web page refreshes to reflect the new status.

11.2 Controlling Individual Input Points

1. Click on the input control link to view input status.

2. Observe the status of all inputs not grouped to an
alarm zones.

3. Selectlr Arrn Mow |or|r Disarm Mow 1and click

H to arm or disarm.

AEC | Quick User Guide | 11.0  Manual Control (Input)

12.0 Manual Control (Output)

Manual Control (Output) checks the status of all the

output points and sends a command to turn them on or

off. If the output point is linked to an input point as an

alarm output, the status will not be indicated.

When you manually control this operation, you
supersede control over the system. When the system

encounters a valid schedule interval, it takes over and

resumes normal operation.
12.1  Controlling Output Points
1. Click @%:16] o [@1:52] ¢ view the range of

output points.

2. Select the desired radio button(s). Your system
administrator predetermines the output point’s
description.

3. Click or m to send the command.

Only select the output point(s) you want to send
commands to.

The screen refreshes to reflect the new status.
The current status of the output point for a

Duration On or Duration Off command does not

show the true status after the duration elapses
unless you refresh the screen.
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13.0 Reset APB

Reset APB resets the anti-passback (APB) feature once
it is violated. This feature is only applicable to Full
APB and Soft APB.

Use Full APB to reset the violation and allow violators
to access or exit the controlled door.

Use Soft APB to stop logging Activity transactions
such as Access Granted, Soft APB and Exit Granted,
Soft APB for a violator’s subsequent access or exit
respectively.

Reset the APB violation by:

¢ card number regarding Reader/All Readers

e name with regarding Reader/All Readers

e all card numbers regarding Reader/All Readers

13.1 Resetting APB Based on Card
Number Regarding Reader/All
Readers

Reset APB based on card number by using the card

number, its facility code, and its card format.

1. Click the Reset APB link.

2. Type the card number of the APB violator.

3. Leave Facility Code as is. This field is
predetermined by your system administrator.

4. Select Card Format from the pull-down list.

5. Select the appropriate Reader or All Readers.
Click .

7. If the command is executed successfully, a message
indicating APB reset by card number and zones
with respect to reader/all readers will be displayed.

8. Click on the button to return.
13.2 Resetting APB Based on Name
Regarding Reader/All Readers
1. At Name:, t
and click A

If a match is found, a window with the names

%ears. For example, entering John and clicking

e a character, portion, or full name

opens the following screen.

By Name

Search: [ @
John d'Baptist

Mames found: John

Cption: | MName X

2. Select the appropriate name from Names found:.
The selected name appears.
3. Select the appropriate Reader or All Readers.

4. Click .

A message appears indicating the APB is reset by
name and zone regarding Reader/All Readers.

5. Click .

13.3 Resetting APB by All Card Numbers
Regarding Reader/All Readers
1. Select the appropriate Reader or All Readers.

2. Click .

A message appears indicating the APB is reset by
all cards and zones regarding Reader/All Readers.

Click to return.

@
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14.0 Printing a Report
Refer to Table 3 for the AEC reports.

Table 3: Reports

Report Description
View Activity Shows the activities and events that occurred during system operation. Includes the
following type:
e Alarm
e Valid
¢ Restore
o All
¢ Time Attendance
APB Report Lists cardholders who are in the specific APB Zone at the time of report preview.
Card Assignment Shows details of all cards in the database.
Access Groups Shows the access groups available to cardholders with access to specified readers during
specified schedules.
Schedules Shows the intervals definition for a different DOW for each Schedule.

Holidays (Regular or Special) Lists holiday description and dates.

Card Readers Gives details of all card readers in use.

1. Open the first page of menu items and click the Report link.
A Selection Criteria page opens.

2. Make your selection and click for a report preview.
3. Select File>Print.
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3. Double-click IPSetup and look for the Setup.exe
15.0 Utilities Programs file.

Alternatively, you can copy the entire IPSetup
15.1 Running IP Setup folder to your PC and launch the IP Setup
1. Start Windows and place the CD containing the program.
Access Easy Utilities Disk in your CD ROM drive

2. Run the Windows Explorer and click on the CD x % | % % |

ROM drive to view the AEMC Utility, IPSetup
> ’ IPSet Des.dl IP5Set 70as.dll
and SQL Desktop Engine (MSDE2000) folders. = = =R marheE

L @ (3

AEMC Lkiliy: IPSetup S0L Desktop ReadMe
Engine {M...

4. Double-click :?: to launch IP Setup.

15.2 Viewing TypeMenu ltems

Start about  Exit

F = Start
MAC Address 1 |"RAddress1 | SubnetMask1 | Gateway1 | MACAddress?

Task
* Change IP Address

" Charige Pazzwaord

i

Menu
Send To

{* Broadcast
(" Specific TCU/Network,
Enter IP/Metwork Address:

Start

Display Area

Search far:

zzword

Status Screen

atfirn Pazzward

Fl

|

Mew Password
|

C

|

|1
|

L e e e e e e e R ey
" u
=
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15.2.1 Start 15.3 Scanning and Changing Controller IP
Start allows you to begin scanning the existing Address Data

controller’s IP address that is available within the 1. Select Start on either menu to begin scanning.
network.

The IP Setup begins scanning for controllers within
15.2.2 Export the network and the following message appears.

Export allows you to export the available controller’s
IP address data to a CSV file format. You can also use
this option to housekeep and track controller data.

Listening far clientz... Please wait...

1. After scanning and editing the controllers’ IP The results appear in the display area.

address data, select Export on the Main menu to BT ol O
open the Save As screen | macAdiress1 | P Addiess1 | SubnetMask1 [ Gateway1 | WACAdiress2
P : I 00045FE036-AC 1293032 2552662550 12930254 00-045FE036-AD D
DCIPCont X
‘ MAC Address 1 ‘ IP Address 1 Subnet Mask 1 Gateway 1 MAC Address 2 Sl::;k
™ 00-04-5F-80-36-AC 129.3.032 265.255.255.0 129.3.0254 00-04-5F-80-36-AD ) & Change IP Address
(" Change Password
SendTo
Savein | [2 Deskiop 7| £f B~  Broadeast ) :
:_‘)MyDDcumenls ichanges )PeterDrawing  Specific TCU/Metwork 2' CheCk the Contr()ller S bOX a’nd Clle IP Address 1
| i G e or IP Address 2, Subnet Mask 1 or Subnet Mask
Dhade ChivsplorerLogs =
i = = 2, Gateway 1 or Gateway 2 to change the data. In
< w : — the following example, IP Address 1 was changed
Filename: — [1.csv Save [ | t 129 3 0 33
Save aslype: | Comma Delimited fles(* csv) = Caneel Customize Search 0 e .
Start Export About Exit
| mACAddress1 | 1P Address1 [ Subnet Mask 1 Gateway 1 MAC Address 2 RN
Edreverd] ¥ ‘00-04-5F-80-36-AC 1293033 266.266.266.0 129.3.0.254 00-04-5F-60-36-A0 a  Chang|
New Password » i
[
Caonfirm Password
G 3 Pazsword
Listening completed. 1 client detected g |
|........

Mew Pazzword

2. Click to export the selected data. |
15.2.3 About
5.23 Abou Canfirn Password

About shows the current FingerprintIP Setup software |
version. From the Main menu, select About to open
the About IP Setup screen and view the current Changs IF |

software version.
Clear |
T X
: Change IP
IFSetin kiain 3. Type the password and chckl
3: Yersion 1.0.0.6
Copyright ] 2005 Passwords are limited to eight characters.
: The default password is “Supvisor”, not

Bosch Secunty Syatems "g . "
Ma. 16 K.aki Bukit Crescent upervisor-.
K.aki Bukit TechPark 1
Singapore 416247 .
Te|_g;_E5.5?43 8088 Fax: 656746 5935 The results are reflected in the Status screen
E-mail : meg@baschade.com.sg (below) to indicate success or failure.

hittp: /v, boschsecurity. com. sg

Responze obtained.  SUJCCESS: 1 FalLl. 0 TIME OUT: O

15.2.4 Exit
Exit logs out of the FingerprintIP Setup software.
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15.4 Scanning and Changing Specific
Controller IP Address Data

Send Tao

" Broadcast

* Specific TCUMetwark

Enter IP#Metwaork Address:
f129. 3 0o .

Start I

1. From Send To, select Specific TCU/Network.

2. Type the IP address you want to search for in
Enter IP/Network Address. This example shows
IP address 129.3.0.33.

3. Click| Stat |
The results appear in the following display.

| wACAddress1 | 1P Address1 | SubnetMask1 | Gatewayl | MACAddress2 |

[ |00-04-5F-B0-36-AC 1293033 26026562650 129.3.0.254 00-04-5F-80-36-AD 0

4. Follow Steps 2 and 3 in Section 15.3 Scanning and
Changing Controller IP Address Data on page 25 to
change the desired data.

15.5 Scanning and Changing Controller
IP Address Database on Search
Criteria

Several controllers can be detected within the network.

Use the search function to narrow the range or look for
a specific controller and edit the necessary data.

Start Export About Exit

| MACAddiess1 | IPAddress1 | SubnetMask1 | Gateway1 | WACAddress2 | | ‘rag
T 00045FE036-AC 1293032 2552552550 12930254 DOOIEFE06AD 0| & ChangelPAddess
[ OD0I5FE036-AA 1293032 2552552650 12930254 00457 8036-AC O || ChangePassnord
[ OD045FE036-AC 1293032 2552552550 12930254 DOOASFEIEAD D |
[ 00045FB036-AC 1293032 2652562550 129.30.254 O0045F096A0 0 || 8 Brosdeast
[ 00045FE036AC 1293032 266 266,256 0 12930254 00-04-5F-80.35-40 O || C Gpasiio TCUMetwork
[T 00-04-5F-80-38-AC 129.3.0.32 2652652550 123.30.254 00-04-5F-80-36-AD ) Enter IP/Network Address:
[T 00-04-5F-80-38-AC 129.3.0.32 2652652550 123.30.254 00-04-5F-80-36-AD o

Stat

Search far:

Customize | seach |

4.

Fields To Search Search Option

[ MAC Address 1 " Entries with the exact phase
¥ P Address 1
[~ Subnet Maski + Entries cortaining phase
[ Gateway 1

[T MAC Address 2 " Entries beginning with phase
[ IP Address 2
I~ Subnet Mask 2 (" Entries ending with phase

[T Gateway 2

Done

Select the desired parameters. In this example,
IP Address 1 in Fields to Search and Entries
containing phase in Search Option are the
search parameters.

Click to open the Search for:
dialog.

Search for;
E

Cuzstomize |

Search

At Search for, type the value you want to search
for and click ﬂ This example has 32 as the

value.

St Eport About Exk

Start
| MAC Address 1 | 1P Address 1 Subnet Mask 1 Gateway 1 MAC Adddress 2 'F;p
I o BAC (293052 MEEIG0 1293025 0 || # Chage IPAddbese
L 19303 EEEEE0 12930255 0 || © Change Passward
1293034 255,256, 256,0 193025 o
Sard Tir
¢ [SEEE 66550 12930251 0 (1
[ 0045FE036.CC 1203033 ER2EA0550 12030254 0 || © pecite TOUMelmerk
r o4 WAL 128303 EIHI/O 19305 0 || Erie P Tistvce: Adbess
I 0045F-E036-A2 (129002 852552550 12030253 0
Stat
Seach for.
3z

1. At Search for, click to open the

Customize Search dialog.

The search results are highlighted with a light-blue
background and are reflected in the display.
Follow Steps 2 and 3 in Section 15.3 Scanning and
Changing Controller IP Address Data on page 25 to
change the desired data.
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15.6 Changing the Password

Start
Tazk

" Change IP Address

* Change Pazzword

1. At the Main menu Start->Task field, select
Change Password to open the password dialog.

FPazzwaord

Mew Pazswaord

Confirm Password

| Change Pazsword |

Clear |

2. Complete the Password, New Password, and

Confirm Password fields and click
| Change Pazzword I

You can erase all fields by clicking
| Clear ]

The results are reflected in the status screen to
indicate success or failure.

Response obtained,  SUCCESS: 1 Fall: 0 TIME OUT: O
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